CYBERARK

CyberArk Privileged Access Security
Environment Report

Version v11.5

CyberArk
Example Environment

s
Sunday, July 12, 2020 - 07:27 PM

Created with PAS Reporter v0.60



Table of Contents

1. Installed Product VEIrSIONS ........eeeeeieieiiiiiiiiiiiiiiiiiiiiisssssismeiimeiiiiiiiiiisissssisissssssssssssssssssssssssssssssnes 4
P A I Tor =T o LY 0 T T T | A RPN 5
2 Yol of o W] o | = T =T 3 =T 3 N 6
3.1 ACCOUNT SEALISTICS weviviiiiiiiiiiiiic e 6
Y =T =T ol oo ol Y=Y ] =4S SURRN 7
3.3 MANAGEA ACCOUNTES ...eiiiiiiitieeeiiee ettt et e et e ettt ettt e sttt e bt e e sabeesbbeesabeesbbeesabeesbeeesabeesabeeenbeesabeeeses 8
3.4 AccouNts NOt MANAZEA FEASONS ....veeiiirieeeiiirieeeeiireeeerteeeesireeeesettreeeeabsaeessssseesesssaesessssaeesssseeeesnnses 8
3.5 COMPIANT QCCOUNTS 1iiiiiiiiiiiiieie ettt e e e e s st e e e e stte e e e s sabeeeessbaeeessasbaeeessbeaessasseeessnsseneannss 9
3.6 ACCOUNTS DY HBVICE TYPE woveieeiiiieeictiee ettt et e et e e e et e e e s srae e e s eatteeeesstaeeesnsaeeesensseeeenassaeanan 10
3.7 ACCOUNTS DY POIICY oottt e e e e e e et re e e e e e e e s e s aaaaaeseaeaeaeeesnsttraeseeaaeeeannnnnnnns 11
3.8 Accounts by creation Method ...t 12
3.9 ACCOUNTES CrEALOIS . .eviiiiiiiiieiitie ettt e s a e e et e e s snr e e e s snraee s 13
3.10 AccoUNtS diSADIEA DY ....vviiiiiiiee et s b e s st e e e e e baaee s 14
3.1 ACCOUNTES P CPIM i s s s s s s e s e s e e s s eaeseaeaaaaeaaeeeeaeeeeenennens 15
S0 A Xololo 1W] | K3 [=1VZ=] (o] o s aT=T o} SRR 16
3.13 Accounts development DY POLICY ....cooveiiiiiiiiie ittt s e 16
3.14 Accounts development DY dEVICE TYPE ....eviiiurieeicciieee ettt e e et e e et e e e e earae e e snneeas 17
3.15 Accounts development by creation Method ..........ooccviiiiiiiiici e 17
4. Safe MANABEMENT ....cceieeeeeeeeiciiiiettiteeeneneeeeeeeeteteeeennnssssssssssssesseesnnnssssssssssssessessnnnnsssssssssssssssssnnnnnssssssssssnnns 18
4.1 SAFE STALISTICS .uveeureetieieest ettt ettt b e h e sttt et e et e e bt e bt e s bt e sae e sheeeabeeab e e bt e beenbeeshaesheenaee 18
4.2 ODBJECES TN VAUIL ...ttt ettt st e ettt e s bt e s bb e e sabeesabbe e sabeesbaeesabeesneeesaneenn 19
e @ ] Y=ot o] G- (<1 RPN 20
4.4 SAfES DY USEU SIZE .eiiieiiiieiiiiiie ettt et e e st e e e st ta e e e e bee e e s s bbeeeesbtaeeesbbaeeesaraeeeenane 21
4.5 SAFQ CrEALOIS ...ttt sh e st st b e bbb sraeneee 22
4.6 SafEs DY FETENTION TYPE ooiiiiiiii ettt et e e et e e e et e e e e e abaeeessbbeeeeeasbeeeeesbaeeessnsseeanannes 23
4.7 MOst USed retention SEEHINGS ....eiiiiiiiii ittt ettt et e st esab e sbe e e sateesae s 24
4.8 SAFES CrEATION .euvietieiieeeete ettt b e b e h ettt et et e bt e he e naeesaeesane s 25
4.9 Objects dEVEIOPMENT .....uviiii ittt e st e e s st e e e st teeessabaeessabeeeesnabeaeessnsseeas 25
B (O F ] = e [=1Y7=1 o] o] 4 =T o | PSSR 26
5. SesSION MaNAgeMENT .......ciieeiiiiiiiiiiiieietreneeeeereneseessennsssereensssssseansssssesnssssssesnssssssennsssssssnnsssssennsssssssnnsnans 27
5.1 SESSION STALISTICS ..etiieiiiieiiiiteee ettt ettt e ettt e e e e e s s bt e e s bbe e e e e sab bt e e ssbbeeeseanbeeeesnbaeessannneeesannee 27
oI AT (o] I o VA o] BT [V o o ST 29
5.3 Sessions by PSM SOIULION SEIVEL ID ..iicuviiiiiiiiiees ittt ettt e et e e e sbae e e s sbba e e s s sabae e s esabeeeeenabaaeeean 30
5.4 SeSSIONS DY WEEKAAY .. .eviieeiiiiee et e et e e et e e et ba e e e e raa e e e eeataeeeenraaaeean 31
5.5 SeSSIoNS DY daytimeE NOUN ..ccciii i e e e e e e e e e e e e sttt raeeeeaeeeeesnnnnnnnns 32
5.6 Sessions by conNNEction COMPONENT ......iiiiiiiiiie et sttt e s be e e sae e saee s 33
LI AT (o] T o VA o Yo TV AR 34
5.8 SESSIONS DY AEVICE LYPE .neeviii ittt e e st e e s s be e e s s aba e e e e s beaeessaaeeessnnrees 35
5.9 Sessions by SESSION UFAtiON ......ciiieciiiieiiiiiee et et e e e e e e rtre e e e s ate e e eeastaeessneaeeeennnaeas 36
5.10 Target systems DY PSIM SOIULION .....cooiieiiiiiiiiieee ettt e e e e e e errre e e e e e e s e e nnraaeeaaaeeas 37
5.11 Target accounts by PSIM SOIULION ...couuiiiiiiiiiiiieeeeeete ettt ettt et 38

5.12 SESSIONS PEI USEI ..eveirrerrrirurienruueeuuuuuusniisaasiassseesssesseseseeeseeeteeseeeeeeesssssseessssssssnssnnnssnsssassssssseesssesens 39



5.13 SeSSIONS PO TArZET SYSTEIM ...uuiiiiiiiiiiiei et e e st e e e e e e s s s s bt te e e e e e e s s ssassbaaeeeeeens 39

5.14 Sessions per target @CCOUNT ......ciiiiiiiiiiiieeee s s s s e s s e e e s e e e e e s e e e e e e aeeeeaaaeeeneees 40
5.15 Max concurrent sessions by PSIM SEIVEI ID .....ccceeuiiiiiiiieee ettt e e e e e e e snaaree e e e e e e e 40
5.16 Max concurrent sessions by connection COMPONENT ......ccocueiiiiiiriiiiiiieeniee ettt 41
5.17 MaX CONCUITENT SESSIONS DY USEI ..eciuuviiiieeiiiieeeiiieeeeitteeeeetteeeeetreeesetsreeeseasaeeeesastaeessnsseeessnssseeannnes 41
I R YT o o 5 o T T o - VA O P UUTPPP 42
5.19 Sessions by PSIM SOIULION PEF Y ....uveeiiiiiiieiiiiiie et cctee et e e et e e e srre e e e eare e e s eabraeessnaeeeesnnnes 42
5.20 Sessions by PSIM SEIrVEr ID PEr day ....ccueviiiiiiieeiicccciieieee e e e e e eecttre e e e e e e e e e ennara e e e e e e e s ssnnsaaeeeaaeeeeenns 43
5.21 Sessions by connection comMponent PEr day ......ceeeeieeiiieiiieeiiee ettt ettt see e e 43
5.22 Maximum CONCUrrent SESSIONS PEF QAY ..eccvvieeiiiieeeeiiiieeeeeitreeeeeteeeessrreeeesbaeeeeebteeeesnnnaeeesnnsseaennes 44
5.23 Maximum concurrent sessions by PSM solution per day .......cccccvvviieiiniiiieiiniees e 44
5.24 Maximum concurrent OPM S€SSIONS PEI dAY ....uveeeiiiieeeieiieieeeiiieeeesireeeesteeeeesitreeeesareeessaseeaeennes 45
5.25 Maximum concurrent sessions by PSM server ID per day .....ccccceeeeeeeieeecciiiiieeieee e eecieneeee e e 45
5.26 Maximum concurrent sessions by connection component per day .......cccoveeerieenieennieenieeeneene 46
5.27 Maximum concurrent sessions by connection component per day ......cccccceeecveeeeecieeeeecveeeeeennenn. 46
5.28 Recordings deVEIOPMENT ....ciiiiiiiiii ittt sttt e e s e e s s rbe e e e ssabee e e e sbbaeesssabaeeesnabeeeeennns 47
5.29 Recordings Siz€ deVEIOPMENT ....cccciiiii ettt e e e e et e e s e aae e e e e abaee e ensreeeeennneas 47
(ST U =T 4 (T B T==T .4 T=T o P 48
6.1 USEI STATISTICS .ueeerieiiiiieeeiitee ettt ettt e e st e e s bt e e e e e bbb e e s aabb e e e s smbeeeesanbbeeesannreeessnneas 48
(o A VI < N o LY =T o 4V 1Y PSRN 49
Lo U I = S o1 o T T4 1o PRSPPSO 50
(o NI T o1 4 F= o] o[ - USRS 51
6.5 USEIs DY LDAP QIir@CLOINY ...uuveiiiiieeee ittt e ettt e e e e e e e et re e e e e e e e s e e nnsaaaaeaeeaeesssnnstaaneesasaaaannns 52
6.6 USEIrS DY 1aSt IOZON ...ttt sttt e s bt e bt e e st e e bbe e sabeeeaeeas 53
6.7 EPV users by authentication Method ...........coccuiii i e 54
6.8 USEIr QULNOMIZAtIONS 1iiiieiiiiiiiiiiee sttt e e s s e e e e st ae e e s abtaeesssbaeesesaraeeeenareaeenan 55
6.9 Users by audit [0 retENTION ...ccveeiee it e e st e e s s e e e s s aae e e eeaneeeeeeans 55
6.10 GroUPS DY OFIZIN coriiiiiieeeeeeee e e e e e e e e ettt e e e e e e e e e e eaeaaeeeaeeeseesnsssaaeeaaeeesessannssssnneeaaeaannnnns 56
6.11 Groups DY LDAP dirECLOIY .uueeeiiieeiiieeiee ettt ettt ettt sttt ettt e st e st e e bt e e sabe e e bt e e sabeeeabaeesabeesaraas 57
6.12 Members Of DUILIN BrOUPS ....oceccieee et er e e e s e e et ae e e s rabaee e s e naeeeeenraeeeeans 58
Lo U T e [V [T o T o 1T | PP STPPPPR 58
6.14 Users developmeNnt DY USE tYPE coouiiii ittt ettt e e s e e e e ate e e e s snbae e e ssnaeeaenanes 59
6.15 Users development BY MapPing ...ttt e e e e e e e e e e ar e e e e e e e e e e ennnnaaneeeas 59
6.16 Users development by LDAP dir€CTOIY .......ooiuiiiiiiieiii ettt e 60
7. Permission ManagemMENT .....ccciiiiiieeiiiiienniiiiiineiiiiiensiesienmsissienssiossssnssssssensssssstenssssssssnsssssssnsssssssansssssssannsns 61
7.1 PermiSSiONS STATISTICS .uvveriiiieiiriiiiiiiteete e e eriti e e e e e e e e eeere et e e e e e s s sssaabbeateeeeeeeessaasbbbeeeeeeesssanannsnnaeaaaeess 61
7.2 EPV users with list access on % of all aCCOUNTS ....cc.eevviiiiiiiiiiiicce e 62
7.3 EPV users with list + retrieve password access on % of all accounts .........ccceeveveeeeecieeecccieee e, 62
7.4 EPV users with list + retrieve + w/o confirmation access on % of all accounts ..........cccceveevvveeevnneenn. 63
7.5 EPV users with list + use password access on % of all aCCOUNtS .......ccoccveiiieiiieecciiiee e 63
7.6 EPV users with list + use + w/o confirmation on % of all aCCOUNTS ........covvviiiiiiiiiiiiciee e, 64
7.7 AccoUNtS PEI AAM PrOVIAEN ....uiiiiiiiiieeciiee e ecitee e sttt e e e e e e e etr e e e s saae e e esbtaeesessbaeeessnsaeeesanssaeeessssneenan 64
7.8 Accounts per AAM @ppPliCatioN .....ceee i e e e aaaaeeaan 65

7.9 AccoUNTS PEr OPIM @ZENT .ottt e 65



PAS Environment Report (highly obfuscated)
1. Installed Product Versions

Component Version InstalledComponents DisabledComponents
\Vault (Primary) 11.5.0.14 1 0
AAM Provider 10.10.0.628 2 0
AAM Provider 11.2.0.11 2 0
AAM Provider 7.20.92.0 2 0
CPM 11.5.0.2 1 0
PSM 11.4.0.6 1 0
PSM for SSH 10.6.0.0 1 0
PSM for SSH 11.4.0.0 1 0
PVWA 11.5.0.2 1 0

4/65



2. License Capacity

PAS Environment Report (highly obfuscated)

Licensed object Description Used Used (%) |Maximum
EPVUser Enterprise Password Vault End User 18 72 25
AIMAccount Application Account 8 3.2 250
CPM Central Policy Manager 1 25
PVWA Password Vault Web Access 1 20
PSM Privileged Session Manager 1 20
AppProvider Application Password Provider 6 24 25
iSeriesApp iSeries Application User 0 0
OPMProvider On-demand Privileges Manager Provider 1 20
CCPEndpoints CCP Endpoints 0 0 25
zOSAIMUser zOS AIM User 0 0
PSMUser Privileged Session Manager User 0 0
IBVUser Human IBV User (Business User, IT User, 0 0 10
Endpoint User)
AutolBVUser File Transfer Automation User 0 0 10
CIFS CIFS Connector 0 0
FTP FTP Connector 0 0
SFE Secure File Exchange 0 0
DCAUser Backend DCA 0 0 10
DCAlnstance Single DCA Instance 0 0 2
SecureEpClientUser Secure End-Point Client User 0 0 10
ClientlessUser Clientless User Licenses 0 0 10
IAdHocRecipient Ad-hoc Recipient 0 0 50
SecureEmailUser SecureEmail User 0 0 10
SDVSDK SDV SDK User 0 0 1
SEG Secure Email Gateway 0 0
PSMPServer Privileged Session Manager SSH Proxy 2 40 5
AllUsers All Clientlds 0 0 30
DR_User DR user 0 1
External_Users External users 0 0 10
BizUser Business users 0 10
PTA Privileged Threat Analytics 1 10 10
ENE Event notification engine user 1 10
PSMPADBridge Privileged Session Manager SSH Proxy 1 20 5
IADBridge
PSMForServers PSM For Servers Count 0 0 25
PSMForDB PSM For DB Count 0 0 0
PSMForVM PSM For VM Count (0] 0
SSHKeyManager SSH Keys Target Systems 0 0 50

5/65




3. Account Management

3.1 Account statistics

PAS Environment Report (highly obfuscated)

Description Statistic Comments

Total number of accounts 104 excluding 0 deleted accounts, 12 temporary CPM account
objects, 0 Ad-Hoc connection account objects, and 48
pending accounts

Managed accounts 36 34.62 % | Managed account = account that is not disabled
manually (by human users) AND that is assigned to a policy
which has periodic change enabled AND has at least one
none-disabled CPM assigned as owner on its safe AND can
be accessed by CPMs according to the AllowedSafes
platform policy setting

Compliant accounts 25 69.44 % of managed accounts

Non-compliant accounts 11 30.56 % of managed accounts

Deleted accounts 0 /Accounts that are marked for deletion excluding 2 deleted
temporary account objects

Pending accounts 48

Number of policies 38 Policies that have accounts assigned

Accounts assigned to policies 98 94.23 %

Accounts with no policy assignment 6 5.77 %

Disabled accounts 39 37.5 %

Accounts disabled by CPM 3 7.69 % of all disabled accounts

Accounts disabled by users 36 92.31 % of all disabled accounts

Average accounts per safe 1 rounded to whole number

Average created accounts per month (11 The number includes accounts that were deleted in the
meantime. Rounded to whole number

Average deleted accounts per month |0

Average account growth per month 11 Effective accounts growth per month
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PAS Environment Report (highly obfuscated)
3.2 Master policy settings

Setting Active Policies Accounts
Session monitoring and Yes 38 98
isolation

Record and save session Yes 38 98
activity

One-time password Yes 3 7
One-time password No 35 91
Exclusive access Yes 2 3
Exclusive access No 36 95
Dual control approval Yes 3 20
Dual control approval No 35 78
Multi-level approval No 38 98
Only direct managers can No 38 98
approve

Require reason for access No 38 98
Allow transparent Yes 38 98
connections

Allow users to view Yes 38 98
passwords
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PAS Environment Report (highly obfuscated)

3.3 Managed accounts

Managed accounts (%)

- Managed Accounts - Unmanaged Accounts

3.4 Accounts not managed reasons

Accounts not managed reasons (several reasons can apply)

Mot assigned to a polioy
Mot owned byenabled CPM

Disabled by user

Periodicchange disabled

10 15 20 23 30 35 40 45 50 35 a0

=
(5]
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PAS Environment Report (highly obfuscated)
3.5 Compliant accounts

Compliant accounts (%)

- Compliant Accounts - Non-Compliant Accounts

Compliant accounts

Mon-Compliant Accounts

Compliant Accounts
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PAS Environment Report (highly obfuscated)
3.6 Accounts by device type

Accounts by device type (%) - Top 10

P, Device type 001: 50,52 % [ Device type 002: 24.74 % [, Device type 003: 9.28 % [l Device type 004: 8.25 %
P Device type 005: 5.15% [ Device type 006: 2.06 %

24.74 %

Accounts by device type - Top 10

Device type 006

Device type 005

Device type 004

Device type 003

Device type 002

Device type 001
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3.7 Accounts by policy

PAS Environment Report (highly obfuscated)

Accounts by policy (%) - Top 10

P, Policy 001: 17.35 % [ Policy 002: 11.22 % [ Policy 003: 6.12 % [ Policy 004: 5.10 % [y Policy 005: 4.08 %

I Policy 006: 4.08 %
Others: 38.78 %

Policy 010
Policy 009
Policy 008
Policy 007
Policy 006
Paolicy 005
Policy 004
Policy 003
Policy 002

Policy 001

Policy 007: 4.08 % [, Policy 008: 3.06 %

EI%]

Accounts by policy - Top 10

!!! !!! !!!
[+] [ [
(]

(=)

Policy 009: 3.06 %

16

Policy 010: 3.06 %
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PAS Environment Report (highly obfuscated)

3.8 Accounts by creation method

Accounts by creation method (%)

P, PYWAREST APT: 60.58 % [ AutoDetected: 27.88 % [ PrivateArk/PACLL: 10.58 % [, WebService: 0,96 %

Accounts by creation method

WebService

PrivateArk/PACLT

AutoDetected

PVWA/REST API
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3.9 Accounts creators

User 006

User 005

User 004

User 003

User 002

User 001

Account creators (%) - Top 10

P User001: 69.23 % [ User 002: 18.27 % [ User 003: 4.81 % [ User 004: 4.81 % [, User 005: 1.92 %
B User 006: 0.96 %

Account creators - Top 10
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3.10 Accounts disabled by

Accounts disabled by (%)

B CPM: 7.69 % [y, Users: 82.31%

Accounts disabled by

Users

CPM
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PAS Environment Report (highly obfuscated)
3.11 Accounts per CPM

Accounts per CPM
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3.12 Accounts development

Accounts development

—— Total number of accounts
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3.13 Accounts development by policy

Accounts development by policy - Top 5
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PAS Environment Report (highly obfuscated)
3.14 Accounts development by device type

Accounts development by device type - Top 5

— Device type 001 — Devicetype 002 — Device type 003 —— Device type 004 —— Device type 005
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3.15 Accounts development by creation method

Accounts development by creation method

— PVWAJREST API — AutoDetected —— Privatefrk/PACLT — WebServiee
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PAS Environment Report (highly obfuscated)
4. Safe Management

4.1 Safe statistics

Description Statistic Comments

Total number of safes 65

Total number of objects 1,721 Excluding 12 deleted objects

Recording metadata objects 457 Excluding O deleted recording metadata
objects

Total number of files 1,148 Excluding 10 deleted files

Total number of accounts 104 Excluding 12 temporary CPM account

objects and 0 Ad-Hoc connection
account objects

Average objects per safe 26 rounded to whole number
Average accounts per safe 1 rounded to whole number
Average files per safe 17 rounded to whole number
Total size of all objects 0.73 GB (0.41%)

Average safe used size: 0.01 GB

Total max size of all safes: 179.12 GB

Average safe max size: 2.76 GB

Total free safe space: 178.39 GB (99.59%)

Average free safe space: 2.74 GB

Average safes creation: 7 safes (per month)

Average objects creation: 192 objects (per month)

Average files creation: 128 files (per month)

Average data creation: 0.08 GB (per month)
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PAS Environment Report (highly obfuscated)
4.2 Objects in Vault

Objects in Vault (%)

P, Files: 91.69 % [y Accounts: 8.31 %

Objects in Vault

Accounts

Files

0 100 200 300 400 500 600 Foo ao0 00 1000 1100 1200
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PAS Environment Report (highly obfuscated)

4.3 Objects per safe

Safe 010

Safe 009

Safe 008

Safe 007

Safe 006

Safe 005

Safe 004

Safe 003

Safe 002

Safe 001

Safe 010

Safe 009

Safe 008

Safe 007

Safe 006

Safe 005

Safe 004

Safe 003

Safe 002

Safe 001

Accounts per safe (excluding deleted accounts) - Top 10

Files per safe (excluding deleted files) - Top 10

T
0 100 200 300 400 500 600 Fon aa0 00 1000

T
1100 1200 1300 1400
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Safe 010

Safe 009

Safe 008

Safe 007

Safe 006

Safe 005

Safe 004

Safe 003

Safe 002

Safe 001

PAS Environment Report (highly obfuscated)

Safes by used size (GB) - Top 10

4.4 Safes by used size

Safe 010

Safe 009

Safe 008

Safe 007

Safe 006

Safe 005

Safe 004

Safe 003

Safe 002

Safe 001

Safes by used size (%) - Top 10
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PAS Environment Report (highly obfuscated)

4.5 Safe creators

User 005

User 004

User 003

User 002

User 001

Safes creators (%) - Top 5

P, User001: 52,31 % [ User 002: 36.92 % | User 003: 3.08 % [ User 004: 3.08 % [, User 005: 1.54 %
B Others: 3.08 %

Safes creators - Top 5
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PAS Environment Report (highly obfuscated)
4.6 Safes by retention type

Safes by retention type (%)

P Days retention: 100.00% [y, Versions retention: 0.00 %

Safes by retention type

Versions retention

Days retention

23/65



PAS Environment Report (highly obfuscated)

4.7 Most used retention settings

Most used retention settings (%) - Top 5

P 7 days: 47.69 % [ 0 days: 13.85 % [ 5 days: 13.85 % [, 30 days: 10.77 % [ 1 day: 9.23 % [ Others: 4.62 %

30 days

5 days

0 days

7 days

Most used retention settings - Top 5
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PAS Environment Report (highly obfuscated)
4.8 Safes creation

Safes creation

—— CreatedSafes —— TotalNumberOfsafes
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4.9 Objects development

Objects development

—— Objecs —— Accounts —— Files
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PAS Environment Report (highly obfuscated)
4.10 Data development

Total size of all objects (GB)

—— TotalSize (GB) —— DataGrowth (GE)
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5. Session Management

5.1 Session statistics

PAS Environment Report (highly obfuscated)

Description Statistic Comments

Total number of sessions 123 \Within the last 104 days

PSM sessions 113 91.87% of all sessions

PSM for SSH sessions 10 8.13% of all sessions

Average sessions per day 1 Rounded to whole number

PSM average sessions per day 1 Rounded to whole number

PSM for SSH average sessions per day 0 Rounded to whole number

Maximum sessions per day 38

PSM maximum sessions per day 38

PSM for SSH maximum sessions per day 2

Average session duration 00:50:35

PSM average session duration 00:41:25

PSM for SSH average session duration 02:34:12

Maximum concurrent sessions 4

PSM maximum concurrent sessions 4

PSM for SSH maximum concurrent sessions 1

Maximum concurrent OPM sessions 1

Total distinct target systems 43 Based on session audit and session
recordings information

PSM distinct target systems 43 Based on session audit and session
recordings information

PSM for SSH distinct target systems 1 Based on session audit and session
recordings information

Total distinct target accounts 37

PSM distinct target accounts 35

PSM for SSH distinct target accounts

Total distinct CyberArk users

PSM distinct CyberArk users

PSM for SSH distinct CyberArk users

Recorded sessions 424

Recorded PSM sessions 404

Recorded PSM for SSH sessions 20

Recorded OPM sessions 2

Average recording duration 00:35:56

Average PSM recording duration 00:27:42

Average PSM for SSH recording duration 03:22:04

Average recording size / minute 0.0307 MB

Average PSM recording size / minute 0.0417 MB

Average PSM for SSH recording size / minute 0 MB

Recording files 822

OPM recording files 2
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PSM recording files 800

PSM for SSH recording files 20

Size of all recordings 0.46 GB
PSM recordings size 0.46 GB
PSM for SSH recordings size 0 GB
OPM recordings size 0 GB
Average recording size 1.102 MB
Average PSM recording size 1.156 MB
Average PSM for SSH recording size 0.003 MB
Average OPM recording size 0.003 MB
Safes with recordings 2
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5.2 Sessions by PSM solution

PSM for 55H

PSM

Sessions by PSM solution (%)

PAS Environment Report (highly obfuscated)

P, PSM: 9187 % [ PSM for SSH: 8.13 %

Sessions by PSM solution

10 sessiong]

113 sessions|

20

30

40 50 60 7o

a0

90

100

110
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5.3 Sessions by PSM solution server ID

Sessions by PSM solution server ID (%)

- Server ID 001 (PSM): 91.87 % - Server ID 002 (PSM for 55H): 8.13 %

Sessions by PSM solution server ID

Server ID 002 (PSM for S5H)

Server ID 001 (PSM) 113 sessions

0 10 20 30 40 50 60 7o ao 90 100 110 120
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5.4 Sessions by weekday

Sessions by weekday (%)

B Monday: 12.20% [y Tuesday: 21.14% [ Wednesday: 35.77% [ Thursday: 17.07 % [ Friday: 5.69 %
B Sunday: 8.13 %

Sessions by weekday

44 sessions

45

Monday Tuesday Wednesday Thursday Friday Sunday

31/65




PAS Environment Report (highly obfuscated)
5.5 Sessions by daytime hour

Sessions by daytime hour (%) - Top 5

B 19hh g 18 hh i 17hh B 14bh i 23 bh i Others hh ‘

Sessions by daytime hour

. [B& sessiony
24
21
13
15
12

10 sessiu:unsﬂ

32/65



PAS Environment Report (highly obfuscated)
5.6 Sessions by connection component

Sessions by connection component (%) - Top 10

- Connection component 001: 22.76 % ‘ Connection component 002: 13.82 % ‘ Connection component 003: 11.38 %

‘ Connection component 004: 8.13 % ‘ Connection component 005: 7.32 % ‘ Connection component 006: 5.69 %
Connection component 007: 4.88 % - Connection component 008: 4.07 % Connection component 009: 3.25 %
Connection component 010z 3.25 % Others: 15.45 %

5.69 % I
4.88 %

Sessions by connection component - Top 10

Connection component 010
Connection component 009

Connection component 008

Connection component 007

Connection component 006

Connection component 005

Connection component 004

Connection component 003

Connection component 001
0 3 il g 12 15 13 21 24 27 30
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5.7 Sessions by policy

Sessions by policy (%) - Top 10

P Policy 001: 23.58 % [ Policy 002: 17.89 % [ Policy 003: 11.38 % [ Policy 004: 8.13 % [ Policy 005: 7.32 %
I Policy D06: 5.69 % Policy 007: 244 % [, Policy 008: 2.44 % Policy 009: 2.44 % Policy 010: 1.63 %
Others: 17.07 %

Sessions by policy - Top 10

Policy 010

Policy 009

Policy 008

Palicy 007

Policy 004

Palicy 003

Policy 002

Policy 001

15 13 21 24 e 30

[=]
L]
(=]
o
]
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5.8 Sessions by device type

Sessions by device type (%) - Top 10

P, Device type 001: 57.72 % [ Device type 002: 20,33 % [ Device type 003: 11.38 % [, Device type 004: 5.69 %
P Device type 005: 4.88 %

Sessions by device type - Top 10

Device type 005

b sessions

Device type 004

7 sessions|

Device type 003

Device type 002

Device type 001 ?lsessiu:uns]
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5.9 Sessions by session duration

P Less than one minute: 73.17 % [ 1to 5 minutes: 13.82 %

PAS Environment Report (highly obfuscated)

Sessions by session duration (%)

P 30 to 60 minutes: 2.44 %
12 to 24 hours: 1.63 %

Mare than 24 hours

Maore than 12 hours

Mare than 6 hours

Mare than 3 hours

Mare than 60 minutes

More than 30 minutes

Mare than 15 minutes

Mare than 5 minutes

Mare than one minute

Up to one minute

[=1

I 1to 3 hours: 1.63 %
Mare than 24 hours: 1.63 %

Sessions by session duration

10

11 sessions

33 sessions

60

B 5 to 15 minutes: 4.07 % [ 15 to 30 minutes: 1.63 %
3 to 6 hours: 0.00 %

[, 6to 12 hours: 0.00 %

70

S0 sessions

90
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5.10 Target systems by PSM solution

Target systems by PSM solution (%)

P, PSM: 97.73 % [ PSM for SSH: 2.27 %

Target systems by PSM solution

PSM for S5H 1 targets]

PSM 43 target
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5.11 Target accounts by PSM solution

Target accounts by PSM solution (%)

P PSM: 92,11 % [y PSM for SSH: 7.89 %

Target accounts by PSM solution

PSM for 55H 3 target accounts|

PSM accounts
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5.12 Sessions per user

PAS Environment Report (highly obfuscated)

Sessions per user - Top 10

User 005
User 004
User 003 5 sessions|
User 002
User001

13 sessions

5.13 Sessions per target system

Sessions per target system - Top 10

100

8 sessions

Target system 010
Target system 009
Target system 008
Target system 007
Target system 006
Target system 005
Target system 004
Target system 003
Target system 002

Target system 001

3 sessions

3 sessions

3 sessions

3 sessions

4 sessions,

5sessions

10 sessions

14 sessions

23 sessians

27 sessions

15

18 21 24

27
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5.14 Sessions per target account

Sessions per target account - Top 10

Target account 010 3 sessions

Target account 009 3 sessions

Target account 008 4 sessions

Target account 007 Ssessions

Target account 006 Jsessions

Target account 005 5 sessions

Target account 004 Jsessions

Target account 003 9 sessions|

Target account 002 17 sessions

Target account 001 20 sessions
s e e e
0 2 4 b 8 10 12 14 16 18 20 22

5.15 Max concurrent sessions by PSM server ID

Max concurrent sessions by PSM server ID

PSM ID 001
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5.16 Max concurrent sessions by connection component

Max concurrent sessions by connection component - Top 10

Connection component 010
Connection component 009
Connection component 0038
Connection component 007
Connection component 006
Connection component 005
Connection component 004
Connection component 003
Connection component 002

Connection component 001

517 M

ax concurrent sessions by user

User 005

User 004

User 003

User 002

User 001

Max concurrent sessions by user - Top 10

3.3
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5.18 Sessions per day

Sessions per day

—— Sessions per day

40

35

30

25

20

15

10

5.19 Sessions by PSM solution per day

— P5M — PSM for 55H

Sessions by PSM solution per day
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25
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15

10
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5.20 Sessions by PSM server ID per day

Sessions by PSM server ID per day - Top 5

— PSM ID 001 — PSM ID 002

40

35

30

25

20

15

10

5.21 Sessions by connection component per day

Sessions by connection component per day - Top 5

— Connectioncomponent001 — Connection componentd02 — Connection component003 —— Connection component004

— Connection component005
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5.22 Maximum concurrent sessions per day

Maximum concurrent sessions per day

—— Maximum concurrent sessions per day

3.5
2.5

1.5

0.5

2020-04-12 2020-04-26 2020-05-10 2020-05-24 2020-06-07 2020-06-21
2020-04-05 2020-04-19 2020-05-03 2020-05-17 2020-05-31 2020-06-14 2020-06-28

5.23 Maximum concurrent sessions by PSM solution per day

Maximum concurrent sessions by PSM solution per day

— P5M — PSM for 55H

3.5
2.5

1.5

0.5

2020-04-12 2020-04-26 2020-05-10 2020-05-24 2020-06-07 2020-06-21
2020-04-05 2020-04-19 2020-05-03 2020-05-17 2020-05-31 2020-06-14 2020-06-28
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5.24 Maximum concurrent OPM sessions per day

Maximum concurrent OPM sessions per day

—— Maximum concurrent OFM sessions per day

0.8
0.6
0.4

0.2

2020-06-25

5.25 Maximum concurrent sessions by PSM server ID per day

Maximum concurrent sessions by PSM server ID per day - Top 5

— PsM ID 001
4
3.5
3
2.5
2
1
0.5
0
2020-04-12 2020-04-28 2020-05-10 2020-05-24 2020-06-07F 2020-068-21
2020-04-05 2020-04-19 2020-05-03 2020-05-17 2020-05-31 2020-06-14 2020-06-28
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5.26 Maximum concurrent sessions by connection component per day

Max. concurrent sessions by connection comp. per day - Top 5

— Connectioncomponent001 — Connection componentd02 — Connection component003 —— Connection component004

W

2020-04-12 2020-04-26 2020-05-10 2020-05-24 2020-06-07 2020-06-21
2020-04-05 2020-04-19 2020-05-03 2020-05-17 2020-05-31 2020-06-14 2020-06-28

— Connection component005

2.1

1.8

1.5

1.2

0.

=]

0

m

0

La

5.27 Maximum concurrent sessions by connection component per day

Maximum concurrent sessions by user per day - Top 5

— User 001 — User 002 — User 003 — User 004 — User 005

3.5
2.5
1.5

LNl

2020-04-12 2020-04-26 2020-05-10 2020-05-24 2020-06-07 2020-06-21
2020-04-05 2020-04-19 2020-05-03 2020-05-17 2020-05-31 2020-06-14 2020-06-28
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5.28 Recordings development

Recordings development

300

250

200

150

100

a0

122019 01/2020 022020 032020 042020 05/2020 062020

5.29 Recordings size development

Recordings size development (GB)
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6. User management

6.1 User statistics

Description Statistic Comments

Total number of users 54 Total number of users
Disabled users 3 5.56 % of all users
Internal users 37 68.52 % of all users
External users 13 24.07 % of all users
Total number of groups 30 Total number of groups
Internal groups 18 60 % of all groups
External groups 12 40 % of all groups
LDAP directories

Mappings 3

EPV 17 0 disabled

AAM Application 8 0 disabled

AAM Provider 6 0 disabled

Builtin 5 1 disabled

PSM for SSH APP 2 0 disabled

PSM for SSH GW 2 0 disabled

PVWA GW 1 0 disabled

PVWA APP 1 0 disabled

CPM 1 0 disabled

PSM APP 1 0 disabled

PSM GW 1 0 disabled

OPM Agent 1 0 disabled

PTA 1 0 disabled

PSM for SSH ADB 1 0 disabled

Backup 1 1 disabled

DR 1 1 disabled
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6.2 Users by user type

Users by user type (%) - Top 3

P, EPV: 34.00 % iy AAM Application: 16.00% [, AAM Provider: 12.00% [y, Others: 38.00 %

Users by user type - Top 5

PSM for S5H APP

Builtin

AAM Provider

AAM Application

EFV 17 users

18
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6.3 Users by origin

Users by origin (%)

B Internal: 74.00 % By, External: 26.00 %

Users by origin

External

Internal
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6.4 Users by mapping

Users by mapping (%)

P Mapping 001:76.92 % [ Mapping 002: 15.38 % [ Mapping 003: 7.69 %

Users by mapping

Mapping 003

Mapping 002

Mapping 001
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6.5 Users by LDAP directory

Users by LDAP directory (%)

Users by LDAP directory

PAS Environment Report (highly obfuscated)

. LDAP directory 001: 100.00 %

LDAP directory 001

13 users
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6.6 Users by last logon

Users by last logon (%)

- Between 0and 7 days ago: 20.00 % - Between 8 and 30 days ago: 32.00 % - Between 31 and 20 days ago: 14.00 %
‘ Between 91 and 180 days ago: 6.00 % ‘ Between 181 and 365 days ago: 28.00 % - Mare than 365 days ago: 0.00%

Users by last logon

Marethan 365 days ago

Marethan 180 days ago 14 users

Marethan 90 days ago

24 users

Morethan 30 days ago

Marethan 7 days ago 40 users]

Last 7days

0 5 10 15 20 25 30 33 40
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6.7 EPV users by authentication method

EPV users by authentication method (%)

P LDAP: 82,35 % [ Password: 17.65 %

EPV users by authentication method

Pazsword

LDAP
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6.8 User authorizations

User authorizations

All Authorizations

Add Network Areas
Restore All Safes

Backup All Safes

Manage Server File Categories
Manage Directory Mappings
Activate Users

Reset User Passwords

AddfUpdate Users

Add Safes

Audit Users

6.9 Users by audit log retention

Users by audit log retention

0 days 23 El
7 days 14 users]
30 days
30 days @
8 10 o 12 o 14 o 16 o 13 o 20 o 22 o 24
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6.10 Groups by origin

Groups by origin (%)

B Internal: 60.00 % By, External: 40.00 %

Groups by origin

External

Internal
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6.11 Groups by LDAP directory

Groups by LDAP directory (%)

Groups by LDAP directory

PAS Environment Report (highly obfuscated)

I LDAP directory 001: 100.00 %

LDAP directory 001

12 grou
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6.12 Members of builtin groups

Members of builtin groups

DR Users
Operators
Backup Usems

Motification Engines

PSMPTAADpLUsers

PYWAADppLU=zers

PSMMaster
PYWAGWACcounts
PVWAManitor
Vault Admins

PSMLiveSessionTerminators

PSMAppUsers

Auditors

6.13 Users development

Users development

—— CreatedUsers —— TotalUses
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6.14 Users development by user type

Users development by user type - Top 5

— TotalUses — EFYV —— AAM Application —— AAM Provider —— Builtin
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6.15 Users development by mapping

Users development by mapping

— Mapping 001 — Mapping 002 —— Mapping 003
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6.16 Users development by LDAP directory

Users development by LDAP directory

—— LDAF directory 001

14
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7. Permission management

7.1 Permissions statistics

PAS Environment Report (highly obfuscated)

Description Statistic Comment

Total number of accounts 104

Total number of safes 65

EPV users 17

Safes with OLAC 3 Note: This is just an indication of safes
that might have OLAC enabled since
OLAC safes cannot get determined with
absolute certainty with EVD data

Accounts in possible OLAC safes 0 0% of all accounts | Note: OLAC safes
cannot get determined with absolute
certainty with EVD data

Average EPV users list access on 36 34.62% of all accounts

accounts

Average EPV users list + retrieve 25 24.04% of all accounts

password access on accounts

Average EPV users list + retrieve 18 17.31% of all accounts

password + w/o confirmation access on

accounts

Average EPV users list + use password 24 23.08% of all accounts

on accounts

Average EPV users list + use password + (18 17.31% of all accounts

w/o confirmation access on accounts

Average AAM Providers access on 6 5.77% of all accounts

accounts

Average AAM Providers access on safes |2 3.08% of all safes

Average AAM Applications accesson |6 5.77% of all accounts

accounts

Average AAM Applications accesson |2 3.08% of all safes

safes

Average OPM Agents access on 1 0.96% of all accounts

accounts

Average OPM Agents access on safes 3 4.62% of all safes
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7.2 EPV users with list access on % of all accounts

EPV users with list access

Between 30% and 100% of all accounts

Between 30% and 40% of all accounts

Between 20% and 30% of all accounts

Between 10% and 20% of all accounts

Between 0% and 10% of all accounts

7.3 EPV users with list + retrieve password access on % of all accounts

EPV users with list + retrieve password access

Between 30% and 100% of all accounts

Between 30% and 40% of all accounts

Between 20% and 30% of all accounts

Between 10% and 20% of all accounts

Between 0% and 10% of all accounts 10 EPY user(sﬂ

0 1 2 3 4 5 ] ¥ i ] 10 11
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7.4 EPV users with list + retrieve + w/o confirmation access on % of all accounts

EPV users with list + retrieve + w/o confirmation access

Between 90% and 100% of all accounts 3 EPV user(s)

Between 10% and 20% of all accounts 1 EPV user(s)

Between 0% and 10% of all accounts

14 EPV user(s

7.5 EPV users with list + use password access on % of all accounts

EPV users with list + use password access

Between 30% and 100% of all accounts user(s)

Between 20% and 30% of all accounts

Between 10% and 20% of all accounts

Between 0% and 10% of all accounts

10 EPV user(s
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7.6 EPV users with list + use + w/o confirmation on % of all accounts

EPV users with list + use + w/o confirmation access

Between 90% and 100% of all accounts 3 EPV user(s)

Between 10% and 20% of all accounts 1 EPV user(s)

Between 0% and 10% of all accounts 14 EPV user(s

7.7 Accounts per AAM provider

Accounts per AAM provider - Top 10

AMM provider 006 ]

ASM provider 005 ]

AMM provider 004

ASM provider 003

ASM provider 002 10 accounts

AAM provider 001 18 accounts
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7.8 Accounts per AAM application

Accounts per AAM application - Top 10

AfM application008

AAM application007

1 accounts
h
h

Ih

I3 accounts

AfM application006

AfM application005

AfM application004

AAM application003

AAM application002

AfM application001

7.9 Accounts per OPM agent

Accounts per OPM agent - Top 10

OPM agent 001 1 accounts|

65/65



	Environment Report (high obfuscation)
	1. Installed Product Versions
	2. License Capacity
	3. Account Management
	3.1 Account statistics
	3.2 Master policy settings
	3.3 Managed accounts
	3.4 Accounts not managed reasons
	3.5 Compliant accounts
	3.6 Accounts by device type
	3.7 Accounts by policy
	3.8 Accounts by creation method
	3.9 Accounts creators
	3.10 Accounts disabled by
	3.11 Accounts per CPM
	3.12 Accounts development
	3.13 Accounts development by policy
	3.14 Accounts development by device type
	3.15 Accounts development by creation method

	4. Safe Management
	4.1 Safe statistics
	4.2 Objects in Vault
	4.3 Objects per safe
	4.4 Safes by used size
	4.5 Safe creators
	4.6 Safes by retention type
	4.7 Most used retention settings
	4.8 Safes creation
	4.9 Objects development
	4.10 Data development 

	5. Session Management
	5.1 Session statistics 
	5.2 Sessions by PSM solution
	5.3 Sessions by PSM solution server ID 
	5.4 Sessions by weekday
	5.5 Sessions by daytime hour
	5.6 Sessions by connection component
	5.7 Sessions by policy
	5.8 Sessions by device type
	5.9 Sessions by session duration
	5.10 Target systems by PSM solution
	5.11 Target accounts by PSM solution
	5.12 Sessions per user
	5.13 Sessions per target system
	5.14 Sessions per target account
	5.15 Max concurrent sessions by PSM server ID
	5.16 Max concurrent sessions by connection component
	5.17 Max concurrent sessions by user
	5.18 Sessions per day
	5.19 Sessions by PSM solution per day
	5.20 Sessions by PSM server ID per day
	5.21 Sessions by connection component per day
	5.22 Maximum concurrent sessions per day
	5.23 Maximum concurrent sessions by PSM solution per day
	5.24 Maximum concurrent OPM sessions per day
	5.25 Maximum concurrent sessions by PSM server ID per day
	5.26 Maximum concurrent sessions by connection component per day
	5.27 Maximum concurrent sessions by connection component per day
	5.28 Recordings development
	5.29 Recordings size development

	6. User management
	6.1 User statistics
	6.2 Users by user type
	6.3 Users by origin
	6.4 Users by mapping
	6.5 Users by LDAP directory
	6.6 Users by last logon
	6.7 EPV users by authentication method
	6.8 User authorizations
	6.9 Users by audit log retention
	6.10 Groups by origin
	6.11 Groups by LDAP directory
	6.12 Members of builtin groups
	6.13 Users development
	6.14 Users development by user type
	6.15 Users development by mapping
	6.16 Users development by LDAP directory

	7. Permission management
	7.1 Permissions statistics
	7.2 EPV users with list access on % of all accounts
	7.3 EPV users with list + retrieve password access on % of all accounts
	7.4 EPV users with list + retrieve + w/o confirmation access on % of all accounts
	7.5 EPV users with list + use password access on % of all accounts
	7.6 EPV users with list + use + w/o confirmation on % of all accounts
	7.7 Accounts per AAM provider
	7.8 Accounts per AAM application
	7.9 Accounts per OPM agent



